HOME | FAQ | SOFTWARE | BLOG | CONTACT

YGGDRASIL.EXE

01.01.2004

<<prev post | next post>>

yagdrasil

Happy New Year.

I haven’t updated my website in a while, and for good reason: I have
not been well.

Apologies to anyone who 1is a fan of my work, both for the radio
silence on my part, and for my lack of updates to PUCompile. I realize
(thanks to your diligent commenting) that there has been a major
overhaul to GCC a couple years back that is causing some major -issues.



I am well aware of the new optimization flags from 3.2 completely
breaking the branch prediction algorithm - and yes, I am also very
much aware of the new .NET framework being pushed by the goons at
Microsoft. Thank you again for the many, many emails I have received
under this subject.

This post is not meant to announce any major update to PUCompile, and
to be completely transparent: my development on the codebase has
ceased as of last year. It 1is for that reason that I have made the
codebase open source underneath GPLv2, and 1is now published in full on
my SourceForge page.

I have no doubts that I am leaving my child in good hands with you
all, and for my last parting request on this topic: Please, treat her
gently.

As for the -dintentions of this blog post: I am here before you today,
two years after my last update, for two reasons.

To get this first one out of the way: I won’t be around for much
longer. In the -1dnterest of my privacy, all I can really tell you is
that I got some bad news earlier in the year from the doctor. I ask
that you please do not reach out to me or any of my friends and family
regarding the nature of my condition.

Forgive me for my bluntness in telling all of you this. I don’t wish
to sugarcoat the reality of my situation, and to be frank, I’m still
not sure myself how to process that information. The concept of my
life being finite was never alien to me, but now that I have an
official expiration date, there 1is a countdown clock ticking down 1in
the back of my head that is becoming more and more difficult to -dignore
with each passing day.

I’m not asking for your pity, nor am I asking for anything in return
for this dinformation. In fact, if there was a silver lining to all
this, 1it’s that there is a certain peace that comes with knowing. I
may not have completely come to terms with what is going on, but at
the very least, I’ve accepted it. In the words of my own late father:
it is what it 1is.



I’ll say nothing more on this particular matter, for there is nothing
more to say on it. In actuality, if it weren’t for the other reason I
am writing this post, I wouldn’t be writing here at all. I would have
been perfectly content passing quietly without saying a word to
anyone, and 1in truth, I would have much preferred it that way.

¥ @

e Bint My Documents

w5tan| | « @, 11:584M

I’m not really sure where to begin in terms of when YGGDRASIL.EXE
found 1its way 1into my life. If I were to be accurate to my own record,
my knowledge of -1its existence on my PC only began as far back this
last October. If it were as simple as that: a strange little program
that just appeared one day, completely without fanfare, sitting there
so innocently and unassuming on my desktop as if it had always been
there, then I would have merely shrugged it off. I might have thought
it to be some kind of worm, or perhaps some kind of juvenile prank on
me.
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Had I not paused for thought upon dragging it over the recycle bin
that day, I can tell you with absolute certainty that I would not be
up at five in the morning, completely awake in my hospital bed, with
my ThinkPad burning my thighs red through the sheets, writing a blog
post of all things.

I would 1instead be fast asleep, miles away in my head from any bit of
troublesome 1s and 0s, spending my final moments with any kind of
creature comfort I could find.
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Tupe of file:  Application

Description: yggdraszil

Location; C:hDocumentz and 5 ettingzhAdminiztratorDezkbop
Size 443 KB [460,445 bytes]
Size on dizk: 452 KB [462 848 bytes)

Created: Wednezday, December 22, 5030, 7:06:24 P
b odified: Thurzday, January 01, 2004, 12:34:00 At
doocezsed: Thursday, January 01, 2004, 12:34:00 &k4

attributes: [T Readorly [ Hidden Advanced. . |

Cancel

On first glance, the application was innocent enough: a tiny footprint
at sub five-hundred kilobytes, not seeming to trigger any anti-virus
or anti-malware software installed on my PC, legit extensions. No red
flags to my own eye, but that tends to be the problem: our eyes.
Fallible 1little things, easily prone to giving noisy -information,
degenerating in efficiency over time (severely 1in my case), vulnerable
to the elements. We as humans are always at the whim of our accidents.



Even the best set of eyes could still be fooled. All +it takes 1is a
tiny little variance in attentiveness to miss details so innocuous. I
could be forgiven then, for missing the date the application was
created:

“Wednesday, December 22 5030, 7:06:24 PM”

Obviously, this was some mistake, or at best a joke told by some
novice bedroom programmer. The -dinformation however did not care about
my feelings toward it, instead simply being 1in response, as simple as
data possibly could be: a program from the future, cradled right there
in the middle of my desktop, resembling an apple hanging amongst the
swaying autumn leaves, begging me to click into -it.

Come on, Dash. You know you want to. What’s inside?
The temptation of Pandora distilled into two, little, clicks.

*clickx xclickx
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By this point, any pretension of innocence this program might have had
dropped completely. Though as insignificant as a password window might
be, several factors betray 1its facade of triviality almost
immediately:



1. No trojan, worm, or otherwise would behave 1in this way. Malware
likes to behave stealthily, lurking in the shadows of background
processes, monitoring user behaviors, possibly even manipulating
them. You could discard this as an obvious phishing attempt,
dismissable by even the most rookie of IT specialists, and only
dangerous to geezers even older than myself who had never touched
a computer. If that were so, it would be a pitiable attempt at
getting my credentials. But then, why would it ask me for my root
password if it already had its grip on my operating system? The
mere appearance of YGGDRASIL.EXE on my desktop without my
knowledge or approval would -1indicate that the -dinterloper would
already have root access to the machine, and I’m running
goddamned Windows XP. It’s not like it would be difficult for a
malicious program to get 1its claws into my registry files and get
the information it needed without me ever even knowing.

2. My own admin Tlogin password does not work. In fact: nothing
works. No matter what I type 1in, clicking ‘OK’ just exits the
window. If this were malware with the -1intent to steal user
information, there would be some kind of network activity being
displayed on the activity monitor, but there’s nothing. It’s
completely detached from the +internet and runs -independently from
it.

Much as I tried to rationalize this program's existence, it defied my
logic at almost every turn.

As far as I knew, this program exhibited zero signs of deception, and
was 1in-fact a working program, with 1its mysterious features locked
behind a password that I had no knowledge of.



lsass, exe SYSTEM oo o, 700k
SEFvices. exe SYSTEM oo 3,236k
wggdrasil, exe Adrniniskrakor oo 724K
winlogon, exe SYSTEM oa 236k
Cobss,. exe SYSTEM oa 3,200k
wuaudt, exe Adrninistrakor oo 4,820k |

There was, however, one key giveaway as to the nature of
YGGDRASIL.EXE, revealed only by checking my task manager: The program
continued to run 1in the background after running it. So there was at
least some towards this application having a kind of
malevolent purpose, surreptitiously running alongside all the other

background processes as 1if it belonged there with all the others -

credence

behavior very 1in-line with most viral programs.
Believe it or not, this was a relief. Finally, something familiar.
Something I could parse. Up until that point, I was grasping at straws
as to YGGDRASIL.EXE’s purpose, but with this 1dinformation I could at
least start the troubleshooting process. Of course, that was not the
beginning of the end as I had so hoped, myself at that point still
somehow clinging on to some youthful naivety that all was well at qts
core, that routine could be my ticket out of this, as it always was: a
comforting narrative that I told myself. One that had a defined
beginning and end point. A story that made sense.



ygqgdrasil Properties

eneral l Compatibility | Summary |

Type of file;

Drezcription:

Location:

Size;

Size on dizk;

Created:

kodified:

Accessed:

attnbutes:

| wggdrazil

Application

pggdrazil

C:\Documentz and SetiingzhddministratorsDezkiop
1.08 MB [1,136,285 bytesz)
1.08 ME [1.138.688 bytes)

Sunday, May 02, 51390, 3:12:49 P
Today, January 07, 2004, 4:37:03 &b
Today, January 07, 2004, 4:37:03 Ak

[ RBead-only [ Hidden Advanced...
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If only I had 1inspected further in that moment, not clinging to some
kind of fantasy that, of all things, at least this was under control.
I’ve lived a very long life, and as a result I have come across many,
many different computer viruses, of all shapes and sizes. So consider
it a shock to my 42-year-old soul that I had not seen it all, like I
had so thought. That there were still new things out there, waiting to
surprise me.

As my IT brain kicked -1into gear, I opened the properties of
YGGDRASIL.EXE once more, and like the last time, everything seemed 1in
order. That is on me for the short-sightedness, and perhaps in my old
age and sickness I am losing a little bit of that sharp edge my brain
once had. Because as surface level as right-clicking the file and
clicking ‘Properties’ 1is 1in terms of troubleshooting, you wouldn’t
think that alone would give so much away, while at the same time
belying nothing of dits true nature. In case you are similar to me 1n
this case and missed 1it, there were +two major -1ndicators that
something was very, very wrong:

1. The ‘Date Created’ was no longer December 22, 5030, but had now
jumped over 1000 years 1into the future year of 6190. Now, you
could easily say that this falls 1in 1line with the ‘novice
programmer joke’ theory posited earlier — 1it’s not hard at all to
modify the properties of any exe, and all you would need 1is the
Windows header file to do some major damage. But if that were the
case, then why would someone program this virus like that? I can
think of no major reason to hide the ‘Date Created’ from the user
other than to fool them, but then why the extra step? What reason
would someone have to make the creation date constantly shifting
around 1like that? It would have done a fine enough job at
tricking the wuser 1if it had merely picked a date reasonable
enough to cast doubt. Not only does 1t not pick a reasonable
date, but it seems to be changing at random. Another check of the
Properties windows confirms this, the date just randomly changes,
either forward or backwards, no matter what I do with -it.



2. I would have completely missed this had I not been going back and
checking my screenshots, and thank heavens I did go back and
check, because this detail might have completely eluded me until
it were too late. A detail that, upon realization of 1it, didn’t
quite fully register until I had time to process 1it. It’s a
harmless enough distinction: The file was now 1.8MB rather than
449KB, -1indicating that it had more than doubled in size since I
first checked it. Of course, this information hits immediately as
nothing out of the ordinary. It’s completely normal for file
sizes to change, for a number of reasons. The fact that it was
slowly growing, while certainly creepy 1in 1its own right, wasn’t
an indicator of any trouble on the technical side of things,
though if you’ve made it this far 1in reading, you already know by
now that I’ve become somewhat of an expert in shielding myself
from the truth.

Size: 17.2 MB 18,122,397 bytes]
Size on dizk: 172 MB (18,124,800 bytesz]

As I let YGGDRASIL.EXE run its mystery processes on my machine, slowly
but surely, it continued to grow. I think in any other circumstance
that this would have been the moment where I would normally jump -1into
action: Doing whatever I could to quarantine this program, and
submitting all of my findings on it to F-Secure, perhaps sending out a
couple emails to Kaspersky and Symantec, then calling it a day.

Instead, I sat there, and I watched it grow. And grow.
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Type of file:  Application

Dezcrption;  pggdrasil

Location: C:ADocuments and SettingzhadminiztratoriDezktop
Size: 10.0 GE [10.737.418.240 bytes]
Size on digk: 10,0 GE [10,737.4718.240 bytesz)

Created: Tuegzday, February 04, 8433, 4.34:22 P

Eventually, it came to a halt. I don’t know how long I sat there
watching it. It felt 1like hours. I remember the sunrise filtering
through the blinds of my office. I might have slept there, to be
honest with you I don’t remember exactly. Truth be told, I’ve been
having trouble remembering a lot as of late, so my apologies if this
recollection 1is somewhat fragmented, but as far as I can certainly
tell you: It stopped at 10GB 1in size.

At a loss for what to do, I sat aside any sort of suspicions that have
been developing up to that point. My analytical framework had utterly
failed me. The finvestigative approach I had become so used to over the
years was nothing 1in facing YGGDRASIL, and that gave me pause for
thought: Had my framework always been a failure? Or was it merely
entropic, another victim to the slow marching on of the minute-hand’s
orbit around the sun?



YGGDRASIL cared not either way, 1instead anchored onto my desktop by
thousands upon thousands of bytes, as temporal winds blow its sands
asunder, 1its origin point constantly in flux, the arced light of a
guantum parabola bleeding magnet waves somewhere far, far away, and I,

such a small and frail thing by comparison, was staring right into its
event horizon.



I tried to sleep that night, but it never came.

YGGDRASIL had 1its roots entrenched 1in the folds of my mind, their
tentacle-1like slithering pushing 1in and around my head where -+t did
not belong, a parasitic network of vascular tissues burrowing and
wrapping themselves deep 1into every crevice, trunks of wood and
splinter protruding now so unnaturally 1into every wet crease.

At this point, I don’t think I could’ve helped myself. What would you
have done? Would it even have bothered you? You probably would have

just reinstalled Windows and forgotten about -it.

Believe me when I say that I envy you.
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All it does, is grow.
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And grow.

& WINDOWS Mi=] E3

[/
II'

File Edit ‘“iew Fawvortez Toolz Help
O Back - [ ‘ir /.- ) Search Falders E -
Address [ CAWINDOWS -] & g
,’_«-:I bruain. dll Eyggdrasilz? EyggdrasilE#
E wggdrazil Eyggdrasilzﬂ EyggdrasilEE
Hidde th - [ vaadrasin [ vagdrasiiza [ vaodrasiss
™ fu:ullu:IZrt & contents of this EyggdrasilS EyggdrasilED EyggdrasilE?
_;} Add or remave programs Eyggdras!m Eyggdras!lm Eyggdras!lﬁﬂ
) s b or i fold E wgadrazils Eyggdrasllﬂ Eyggdramlﬁﬁ
o~ =earchfor fles or folders E wgadrazils EyggdrasilES Eyggdrasilﬁﬂ
E woggdrazil? E yogdrazilad E pggdrazilsl
File and Folder Tasks 2 E yggdras!lﬂ Eyggdras!ﬁﬁ Eyggdras!IEE
E wggdrazild E yogdrazila6 E wggdrazilea
__} kake a new folder E wggdrazillo EyggdrasilS? Eyggdrasilﬁd
@ Publizh thiz Folder to the T yoadrasii 1 T yogdrasil3s T pogdrasilss
“wieh E woggdrazil 2 E yggdrazilaa E wggdrazilse
k! Share this folder ™ vagdrasina ™ voadrasian [ yogdrasic?
E wogdrazill4 E yoogdrazild E wogdrazilea
E wggdrazil & E yoggdrazild2 E wggdrazilsa
Other Places % [™yggdrasis [ vagdrasilaz [ vagdrasilo
<o Local Disk [C:] i yggdras?l'l 7 Eyggdras?ldd Eyggdrasil?'l
2 o [ t E wogdrazilg Eyggdramldﬁ Eyggdraml?E
boeUmens [ ygadrasing [ vagdrasilag [ ygadrasi?a
[ Shared Documents [ vaadrasiizo Fvagdrasilaz [ voadrasii74
@ by Compuiter [ yogdrasilz1 M voadrasias [ voadrasii7s
@ Metwarks E wogdrazilZs Eyggdrasildﬁ Eyggdrasil?ﬁ
E wgagdrazil23 E ygagdrazils0 E wggdrazil? 7
E wgagdrazil24 E ygagdrazilsl E wggdrazil7 e
Details ¥ Flyoadrasizs Fvaadrasisz2 [ vaadrasiza
E woggdrazilZe E yggdrazil53 E wggdrazildo

K




..and grow.

Capacity: A3.710.127.104 byptes 50.0 GB
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Had that been all it was, merely random bits of data on a mission to
proliferate rapidly across my hard drive: I might have found it funny,
endearing even. The thought that maybe this was some kind of
tongue-in-cheek hoax, or perhaps an old student of mine trying to pull
my leg one last time before I croak — I won’t 1lie to you, 1it’s a
comforting thought, even now.

Heh, trying to test grandpa’s operational security, eh? Well, you got
me there, kid.

Were it that simple, then maybe I would be able to sleep in my final
hours. Maybe I could spend time with people who cared for me, who
loved me. I can see them now, my own family, sitting across from my
hospital bed, casting worried looks in my direction, myself no doubt a
sorry sight to their eyes: An old man decaying 1in the light of his
laptop, lost between the ones and zeros.

Do you think they know? That I’m not here right now?

Of course, as you might have guessed by now: things are never that
simple.
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Because there, right there 1in the very first few bits of YGGDRASIL:
44 41 53 48 56 41 4C 45 4E 54 49 4E 45, was my very own signature.

DASH VALENTINE

The very same signature that you will find should you pull a hex dump
from PUCompile, or any software I’ve developed since then.

The signature that I sign every one of my programs with.

The same one I’ve always used since 1994, when I wrote my first
program.

There it was, as evident and +indisputable as information could be, the
answer to my riddle, staring at me in the reflection of my screen the
entire time.

There’s no other explanation.

I wrote YGGDRASIL.




In the 1interest of preservation, I have uploaded YGGDRASIL.EXE in full
to my SourceForge page.

Unfortunately, I do not have enough time left to complete my findings
on the program.

This is where you come 1in, 1if you could grant an old dying soul one
last wish.

I have no recollection of my development on YGGDRASIL.EXE, and also
completely lack the source code that I supposedly wrote for 1it. While
certainly a curiosity, 1it’s not all that surprising that I have no
memory of making 1it, considering my health and the medicine that they
have me on. However, my program still seems to elude me.

A1l of my attempts to decompile the exe have been fruitless, and I
just don’t have the time to commit to decompilation. As much as I am
driven by this compulsion to understand what I have created, even now
I grow weary as my fingers type this. It’s possible that I have less
time than the doctor’s might have let on, and in all honesty, that -ds
the most likely scenario. It’s hard to describe, but when you know,
you know. It’s a feeling. You can hear Death -itself jingling around
his keys, looking for the one that unlocks the door.

It’s not something I feel is worth mentioning, either to my doctors or
my family. What they don’t know won’t hurt them. Besides, I’m tired.
So very tired. I could doze off now just closing my eyes.

My last wish from you all, is that one day a light will be shed on
YGGDRASIL.EXE, and 1its true nature be revealed for all to see.

Whatever it 1is, whatever I did: I want it to be seen. To be
understood.

I myself may never know, but it brings me some solace to think that,
somewhere out there, far, far, far away, for thousands of miles,
decades upon centuries from now: That there will come another mind to
succeed mine, a sharper mind, another link in the chain, of a history
far too great to be truly remembered, and understand something: new.



DASH VALENTINE



UPDATE 10/19/05
Hey yall, jett here.

Most of u probably don't know who i am. Some of u might know me for my online
handle pinecone64. U might have played my games or seen my name under a
contribution or 2 to some of dash's projects. i consider myself lucky enough to be
close friends with a select few of u (U know who u arell <3), especialy in that ive
gotten to know some of yall so much better over the last couple years! dash had
some really wonderful friends as it turns out :)

all that 2 say that there have been a lot of silver linings in dash's passing. i just
wanted 2 say thank u to everyl who reached out to me, those of u who knew what
he meant 2 me. I dont think i can ever repay yall for the goodness u have brought
into my life. the hole that he left was a big one... i never thought it could b filled
until yall became such a integral part of my life. please know that im glad beyond
words

so for those of u who know, thank you :) <3 from the bottom of my heart

to those of you who dont know me or havent heard of me, dash was one of my best
friends. i dont wanna speak for him as he has done SO MUCH speaking for himself
already on this page!l XD and i wanna keep this update short, cuz this is not my
page n all. but that being said, id like to think he would agree that we were best
friends. i certainly saw him in that way. he was the closest friend i ever had. he had
trouble showing it and was often very shy about his feelings, but he didnt have to
be :) there would always be a certain look in his eye whenever i got him to laugh
(and TRUST ME getting that asshole to laugh was NEARLY IMPOSSIBLE! X_X)



dash and i both care a lot for his privacy. wow, dash caring about privacy?? who
would have thought an IT security guy would care about PRIVACY?? i know, major
news flash there. joking aside though, my best friends privacy does matter a lot to
me, so i dont want to go around kissing and telling on his behalf
all i can say is that we were really close :)

and yeah, i miss him.

i miss him so much.



enough about my feelings though XD and let me cut to the chase! this post has
kinda blown up on the SA forums and in other misc places around the web. i didnt
feel like commenting in any of the discussion threads because it didnt really feel
like my place.

for a while i thought about posting this update. i actually went back and forth on it

in my head A LOT bcuz i didnt know if it was right, or if dash would have wanted an

update like this. he was a pretty private guy, and i dont think he wouldve wanted a
buncha internet weirdos knowing the real him. the dash that i knew.

after what i found, i think its safe to say that he would be :)



besides, it is SO funny that he forgot our special password
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the password we always used to logon to our private server
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SEE YOU SOON.

YOURS, DASH.
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